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Information Technology Services (ITS) Security Incident Report

Date of Report: 
Prepared By: 
Incident Date: 
1. Executive Summary
Brief overview of the incident, severity, and outcome.






2. Incident Overview & Key Timestamps
Identify the incident’s severity (by IRP category), affected assets/data, and critical timestamps (detection, containment, recovery) for a clear snapshot of impact and response.
Category (See IRP - Incident Category (1 – Data Breach; 2 – System Integrity; 3 – Service Disruption; 4 – Policy/Compliance/Suspicious Activity) – 
Regulated Data Involved (PII, FERPA, PCI, CJIS, HIPAA etc.) – 
Affected Assets/Users/Departments – 
Vendor(s)/Systems Involved – 
Operational Disruption (Minimal, Serious, Critical) - 
Detection Date/Time – 
Restoration Date/Time – 
Provide a brief synopsis (if applicable)






3. Initial Indicators
Type of Incident Detected/Initial Vector (e.g. Denial of Service, Unauthorized Use, Phishing, Malicious Code, Unauthorized Access, Ransomware etc.) – 

 
Indicators of Compromise (IOC’s) – 

Indicators of Attack (IOA’s) – 


4. Containment and Mitigation Actions
Brief overview actions taken, by whom, and approvals provided.










5. Evidence Log & Chain of Custody
Record all collected evidence with dates, handlers, and transfers to ensure integrity and a clear chain of custody (if applicable).






6. Notification & Communications
Document all internal and external notifications, including who was informed, when, and by what method, to ensure compliance and accountability (if applicable).




7. Root Cause Analysis
Document Underlying issue (vulnerability, process gap, human error, third-party failure):






8. Timeline of Events
Chronologically record key events, actions, and decisions to provide a clear sequence of the incident and response.

	Date
	Event Description

	ENTER DATE
	ENTER TEXT

	ENTER DATE
	ENTER TEXT

	ENTER DATE
	ENTER TEXT

	ENTER DATE
	ENTER TEXT



9. Lessons Learned
Outline what worked well, what didn’t, and identified gaps.







10. Recommendations
Outline technical remediations and process/training updates.




11. Review and Approval
Capture final review and approvals by responsible parties (e.g. CIO/CISO, Risk Management (if applicable) to validate accuracy and close the incident record
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