Entra ID Join Procedure -
Remote Assets

Before completing the steps in this document be sure that you have backed up all files from
your current local profile to OneDrive. At the end of this joining process you will no longer be
accessing the managed asset using a local account. For additional information on OneDrive,

please see the following KB Articles: https://kb.astate.edu/books/microsoft-

365/chapter/onedrive

1. Purpose

This procedure establishes the necessary steps for an institutionally owned and managed asset to be joined
to A-State’s Microsoft Entra ID tenant. To ensure compliance with university standards and a consistent
experience for users, all technology resources shall be configured to meet a minimum standard. Remote
devices that are not joined to the on-premise domain must be manually joined to Entra ID to ensure
compliance with these standards.

2. Scope

This standard applies to all Arkansas State University (A-State) owned technology resources and users of
those resources.

3. Definitions

Entra ID — Entra ID is Microsoft’'s cloud-based identity and access management (IAM) service, parallel to
on-premise Active Directory.

4. Responsibilities

IT Security Team — Responsible for the technical configuration of device join settings in Entra ID, including
the permissions of who is able to join devices.

ITS Endpoint Technician — Responsible for assisting users in their area of support with the Entra join
process.

User — Responsible for enrolling their remote assets into Entra ID and ensuring all necessary files are
backed up prior to this enrollment.

5. Entra ID Join Steps

Need assistance with these steps? You can request support with this process from your

assigned zone technician in completing these steps. https://kb.astate.edu/books/endpoint-
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1. On your A-State owned asset, sign in and go to system settings.
2. On the left, select “Accounts”.

/\; Home

System

Bluetooth & devices
Network & internet

Personalization

Apps

e \ ¢ © B

Accounts 2

-

Time & language

&

Gaming
K Accessibility

\P Privacy & security

@ Windows Update

3. Find and select “Access work or school”.
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4. In the “Add a work or school account” section, click “Connect”.

Accounts > Access work or school

Get access to resources like email, apps, and the network. Your work or school might control some things on this device when connected.

Add a work or school account 4

5. At the bottom of the window, there is text that says, “Join this device to Microsoft Entra
ID”. Click on that text.
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Microsoft account X

Set up a work or school account

You'll get access to resources like email, apps, and the network. Connecting means your
work or school might control some things on this device, such as which settings you can
change. For specific info about this, ask them.

Email address

Alternate actions:

These actions will set up the device as your organization's and give your organization
full control over this device.

Join this device to Microsoft EntralD | 5

Join this device to a local Active Directory domain

Next

6. A Microsoft credential window will pop-up, enter your A-State email and password.

7. A window should pop up asking you to accept, and/or a confirmation window asking you to
“Make sure this is your organization”. Hit Accept/Join.

8. You should receive a message stating that your device has been connected to A-State.

Microsoft account .

You're all set!

This device is connected to Arkansas State University - Jonesboro.

When you're ready to use this new account, select the Start button,
select your current account picture, and then select ‘Switch
account’. Sign in using your Username @astate.edu email and
password. N

Done
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6. Next Steps

To speed up the Intune sync process you can manually start a sync using the Company Portal
application on your device. To do this you can do the following:

1. Press the Windows key and type "Company Portal"
1. If no application shows up, you may have to wait for the application to be
automatically installed.
2. Sign in using your work credentials.
3. On the home page select the settings icon in the bottom left corner.
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4. In settings select the "sync" button.
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5. Sync times may vary, so please allow 5-30 minutes for this to complete.
6. Once this is completed you will need to restart your device.

Before restarting your device be sure that you have backed up all files from your current
local profile to OneDrive. At the end of this joining process you will no longer be accessing
the managed asset using a local account. For additional information on OneDrive, please see

the following KB Articles: https://kb.astate.edu/books/microsoft-365/chapter/onedrive
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