
On August 15, Microsoft announced that they will begin rolling out mandatory multifactor
authentication (MFA) sign-in for Azure (also known as Microsoft Entra ID) resources in October
2024.

As an A-State user, you will not need to change or update anything. On September 30, 2024, you
will start to see a new prompt when logging in to any of the M365 apps or services provided by A-
State. Some applications may require you to re-authenticate.

When authentication, you will now be prompted to select which authentication method to use for
MFA. Select the Cisco Duo method to begin Duo authentication. If you have multiple Entra ID
authentication methods enabled, you may need to click Other options to see the Duo
authentication method.

Upcoming change to Microsoft
MFA

A-State will soon be moving away from Cisco Duo and will
be moving fully to Microsoft Authenticator
- You can follow this link for help setting up the new
Authenticator: 

https://kb.astate.edu/books/student-email-

setup/page/adding-microsoft-authenticator-to-outlook-

account

What is changing

What to expect

https://urldefense.com/v3/__https:/app.security.umbrella.com/e/er?s=860818199&lid=7615&elqTrackId=b9d15a40765c4ea89f8fcf26feeb6761&elq=facdd32166fe497eb78c68012fe6bac4&elqaid=11753&elqat=1&elqak=8AF5E4B845714871002195D90442D1167FBE777E81BF50DCA3C60AAB1D0DDEC6D4D7__;!!PirnAJVEmx4jpg!65y18vvKlW_maND_LWR5QkzBRokRcKjfQ89dfV6jqpCU15zR2zsg3MOnvdYDNkcitTfbiEL7jDVdyqus3B3LJ1WQ2DBPoYcbG71hUA%24
https://urldefense.com/v3/__https:/app.security.umbrella.com/e/er?s=860818199&lid=7615&elqTrackId=b9d15a40765c4ea89f8fcf26feeb6761&elq=facdd32166fe497eb78c68012fe6bac4&elqaid=11753&elqat=1&elqak=8AF5E4B845714871002195D90442D1167FBE777E81BF50DCA3C60AAB1D0DDEC6D4D7__;!!PirnAJVEmx4jpg!65y18vvKlW_maND_LWR5QkzBRokRcKjfQ89dfV6jqpCU15zR2zsg3MOnvdYDNkcitTfbiEL7jDVdyqus3B3LJ1WQ2DBPoYcbG71hUA%24
https://kb.astate.edu/books/student-email-setup/page/delete
https://kb.astate.edu/books/student-email-setup/page/delete
https://kb.astate.edu/books/student-email-setup/page/delete


You'll be redirected to the Duo Prompt Completing Duo authentication returns you to Entra ID to
complete your application login.
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