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Information Security Attack
Spotlight

This section provides an overview of real cybersecurity threats the A-State IT Security team has
encountered with the goal of helping prepare users to identify future threats.



SharePoint Phishing Campaign

This article highlights a campaign seen on campus during the second week of May 2026. This
malicious phishing campaign saw users receive legitimate SharePoint file sharing emails from
threat actors external to our organization. The following details specific components of this email
and takes a deeper dive into what indicators exist within the email.

[From: SharePaint Online <no-reply@sharepointonline.co
te: May 13, 2026 at 12:2

ct: ser cs shared "Arkansas State University has securely provided you with a h" with you

This Message Is From an External Sender
This message came from outside your organization. Please be careful.

ser cs shared a file with you

Dr. Robin Myers Shared You A Staff Approved Policy

h
w Arkansas State University has securely provided youwith a h

@ This link only works for the direct recipients of this message.

Open

This email is generated through SRI SARVARAYA SUGARS LTD's use of Microsoft 365 and may contain
content that is controlled by SRI SARVARAYA SUGARS LTD.

e #1 — Header information: A solid first stop in identifying potentially malicious emails. In
this attack however, the traffic is legitimate SharePoint traffic. This occurs because
another organization has either been maliciously created or has had a security incident
leading to their users being able to share malicious documents.

e #2 - “Who” is sharing the file with you: It can be tricky for a threat actor to perfectly
manipulate the necessary fields in a malicious email where there are no suspicious gaps.
In this instance, that is displayed in the “who” is sharing a file with you.

o #3 — Creating a sense of urgency: Threat actors will lean on publicly available
information to help create a sense of urgency and legitimize some content in the attack. In
this instance, the threat actor is doing this by manipulating fields to imply this message



comes from Dr. Robin Myers. Sometimes traffic like this can be legitimate, so reviewing
the message as a whole helps to narrow things down.

e #4 — Footer information: In this instance, the largest crack in this attacks foundation is
the footer information SharePoint has automatically added to their traffic. This clearly
conveys that the message originates from SRI SARVARAYA SUGARS LTD's SharePoint,
which is not associated with Arkansas State University.

Having reviewed all components of the email and not just the header, we can safely confirm this
email is malicious and should be reported to security@astate.edu so that it can be removed from
everyone's inbox.

What You Should Do

Be Skeptical of Unknown Senders: If you receive an unexpected or unusual email, verify its
legitimacy by contacting the sender through a known and trusted channel.

» Requests to Respond to Personal E-Mails: If you receive an e-mail from an A-State
student or faculty, and there is a request to respond with information to a personal e-mail
(e.g. Gmail, Yahoo, Hotmail etc.) please do not respond and forward to

security@AState.edu for review to determine the legitimacy of the sender/e-mail.

e Report Suspicious Emails: If you receive a suspicious email, do not respond, click any
links, or download attachments. Instead, report it by forwarding the email to

security@AState.edu.

e A Suspicious Email Was Interacted With: If you received and interacted with an email

before determining it was suspicious, please take the following steps:

o Immediately take steps to reset your account password. This crucial step helps

ensure that any access a threat actor may have gained is revoked.

o If malicious attachments are downloaded to your asset, be sure to delete them.

o Contact security@AState.edu to report the incident. Be sure to provide details of the

incident, including forwarding the malicious email to our team and detailing if

attachments were downloaded.
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Interested in additional information security training? The A-State IT Security team holds regular in-
person training sessions on campus. Be sure to check the Daily Digest for advertisements on the

next training session.



Information Security Attack Spotlight

Immediate Attention Required
(URGENT) Phishing Campaign

This article highlights a campaign seen on campus during the last week of June and first week of
July 2026. This malicious phishing campaign saw users receive emails from already compromised
internal users with a malicious form to fill out. The following details specific components of this
email and takes a deeper dive into what indicators exist within the email.

Immediate Attention Required (URGENT)

< @smail.astate.edu>

Dear Students,

Our records indicate that your Office365 has two different logins with different University/College portals. To ensure the security of your Office 365 Edu account, we require all students to kindly re-authenticate
their email and password. This process is crucial in safeguarding your personal and academic information.

If you have only one college account, you are required to fill in the correct username and password for both schools before submission.

If you have no knowledge about the request process, kindly to cancel the request.
: . . i my-site-3 _
Note: Failure to complete this process within the next-24 SlerrroeTeTTTTTETaTTeT e wus EdU account.

Thank you for your prompt attention to this matter.

Best regards

o #1 — Header information: A solid first stop in identifying potentially malicious emails.
Phishing emails fabricate a sense of urgency in order to trick readers into providing
sensitive information. Legitimate emails may sometimes contain these "urgent” key words,
but generally these indicate a malicious email.

e #2 - “Who” is emailing you: Where external or unrecognized senders may be easily
dismissed by the reader, this particular campaign leveraged a compromised internal
account to circumvent that. In this context of university account issues, this sort of email
would never come from a student (smail.astate.edu) account.

o #3 — Investigation of inserted links: Having created a sense of urgency in this email and
borrowing "legitimacy" from an internal account, an embedded link to the real threat (a
malicious website requesting sensitive information) covers up what would otherwise stand
out as suspicious. By hovering over this embedded link instead of clicking on it, the reader
can see this directs to a Wix site set up by the threat actor. This is not a service Arkansas
State University uses and is another indicator this is malicious.


https://kb.astate.edu/uploads/images/gallery/2026-07/immediate-attention-required-urgent-sanitized.png

WIX ‘ This website was built on Wix. Create yours today. ( Get Started ) -I

B Microsoft | 2

This is special notice that your Office365
Password is set to expire in 24 hours Also indicate you have other
office365 email accounts To keep both accounts working. kindly 3
login with your Office365 email and password and another
office365 school email account right now to keep it active.

Full Name *

Present Office365 School Email *

Passphras*™ (Protected by Admin) *

Re confirm Passphras® (Protected by Admin) *

Phone *

=

Other School Office365 Email *

Username|Net ID *

Passphras™ (Protected by Admin) *

Re confirm Passphras** (Protected by Admin) *

— —E

e #1 — Website Header information: Shows the visitor that this was a website created on
an external service.

o #2 - Fake Logo: Displays a fake Microsoft logo to create a sense of legitimacy.


https://kb.astate.edu/uploads/images/gallery/2026-07/immediate-attention-required-urgent-wix-site.png

o #3 — Further Creating a Sense of Urgency: This form description reinforces that a delay
in immediate action will result in unwanted consequences. Not only does this form attempt
gain one accounts information from the reader, but it also asks for a second accounts
information. This would likely be a secondary account used as a recovery method.

e #4 — Password Compromise: The form attempts to make the reader believe this is
actually a login screen and not just a custom form. Despite this attempt, readers can see
through this by the spelling mistakes and the false claims this is "Protected by Admin".

e #5 - Submit vs Login: Instead of displaying a "login" or other similarly worded phrase to
show this isn't a form, it instead shows "submit” which is another indication this is a
malicious form and not a secure space to input sensitive information.

Having reviewed all components of the email and the underlying form, we can safely confirm this
email is malicious and should be reported to security@astate.edu so that it can be removed from
everyone's inbox.

What You Should Do

Be Skeptical of Unknown Senders: If you receive an unexpected or unusual email, verify its
legitimacy by contacting the sender through a known and trusted channel.

« Requests to Respond to Personal E-Mails: If you receive an e-mail from an A-State
student or faculty, and there is a request to respond with information to a personal e-mail
(e.g. Gmail, Yahoo, Hotmail etc.) please do not respond and forward to

security@AState.edu for review to determine the legitimacy of the sender/e-mail.

e Report Suspicious Emails: If you receive a suspicious email, do not respond, click any
links, or download attachments. Instead, report it by forwarding the email to

security@AState.edu.

o A Suspicious Email or Form Was Interacted With: If you received and interacted with

an email or form before determining it was suspicious, please take the following steps:

o Immediately take steps to reset your account password. This crucial step helps

ensure that any access a threat actor may have gained is revoked.

o If malicious attachments are downloaded to your asset, be sure to delete them.
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o Contact security@AState.edu to report the incident. Be sure to provide details of the

incident, including forwarding the malicious email to our team and detailing if

attachments were downloaded.

Interested in additional information security training? The A-State IT Security team holds regular in-
person training sessions on campus. Be sure to check the Daily Digest for advertisements on the

next training session.
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Information Security Attack Spotlight

Summer Part Time Job at ASU
Phishing Campaign

This article highlights a campaign seen on campus during the last week of June and first week of
July 2026. This malicious phishing campaign saw users receive emails from already compromised
internal users with a malicious form to fill out. The following details specific components of this
email and takes a deeper dive into what indicators exist within the email.

SUMMER PART TIME JOB at ASU

< @smail.astate.edu>

ETM‘EE s e

Part-time position, 1-2 hours 3 times a week Mon-Fri is available forimmediate start.
tasks like making and receiving payment, Sending gifts, keeping records and processing paperwork.

Position: Personal Assistant
Type: Part-Time Job

Pay: $550 weekly

Hours: 6 hours Average Weekly

This position will be home-based and flexible part-time job, you can be working from home, School or any location

Handle Accounts Payable and Receivable.
= Answer phone calls and redirect them when necessary
* Process invoices
= Maintain filing and storage systems in the office
« Light accounting duties

NB ( Makes sure you click to apply )

Regards,

o #1 —“Who” is emailing you: Where external or unrecognized senders may be easily
dismissed by the reader, this particular campaign leveraged a compromised internal
account to circumvent that. In this context of university job postings, this sort of emalil
would never come from a student (smail.astate.edu) account.

e #2 - Suspicious Links and Forms: Having created an enticing job opportunity in this
email and borrowing "legitimacy"” from an internal account, a link to the real threat (a
malicious Google form) is the next step in this risk. Google forms are not a service
Arkansas State University uses and is another indicator this is malicious.

Having reviewed all components of the email and the underlying form, we can safely confirm this
email is malicious and should be reported to security@astate.edu so that it can be removed from
everyone's inbox.

What You Should Do



https://kb.astate.edu/uploads/images/gallery/2026-07/summer-part-time-job-at-asu-phish-sanitized.png
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Be Skeptical of Unknown Senders: If you receive an unexpected or unusual email, verify its
legitimacy by contacting the sender through a known and trusted channel.

» Requests to Respond to Personal E-Mails: If you receive an e-mail from an A-State
student or faculty, and there is a request to respond with information to a personal e-mail
(e.g. Gmail, Yahoo, Hotmail etc.) please do not respond and forward to

security@AState.edu for review to determine the legitimacy of the sender/e-mail.

e Report Suspicious Emails: If you receive a suspicious email, do not respond, click any
links, or download attachments. Instead, report it by forwarding the email to

security@AState.edu.

e A Suspicious Email or Form Was Interacted With: If you received and interacted with

an email or form before determining it was suspicious, please take the following steps:

o Immediately take steps to reset your account password. This crucial step helps

ensure that any access a threat actor may have gained is revoked.

o If malicious attachments are downloaded to your asset, be sure to delete them.

o Contact security@AState.edu to report the incident. Be sure to provide details of the

incident, including forwarding the malicious email to our team and detailing if

attachments were downloaded.

Interested in additional information security training? The A-State IT Security team holds regular in-
person training sessions on campus. Be sure to check the Daily Digest for advertisements on the

next training session.
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Information Security Attack Spotlight

Student Report Phishing
Campaign

This article highlights a campaign seen on campus during the second week of May 2026. This
malicious phishing campaign saw users receive emails from a compromised user account in our
organization. The following details specific components of this email and takes a deeper dive into
what indicators exist within the attack.

rrom " realuser " < real.user@astate.edu> | #1
[0

1e.0/14/2008 53145 P
Subject Arkansas State University Ongoing Stgdent R{_eport #25628' #2

Dr Martha Spack, Dean of Students has shared a docoment concerning a student report submitted by a parent or guardian involving a student currently enrolled in one of vour courses.

Elease review the attached docyment and complete anv necessary follow-up actions as appropriate | #3
S

44
To access the report, please download or update Adobe Acrobat Reader included with the attached file. When you open the file, §70ho Assist window il appear. Click “Next,™ select “T Agree”™
when prompted, and allow the installation to finish. Any prompts that appear are part of the normal process. If Windows requests pernussion, please select “Yes™ or “Allow”™ Once completed, you
will be able to view the report. | Easy access on your laptop)

Thank vou for your attention to this matter.

Sincerelr,

Office of the Dean of Students

LSW 246, PO Box 1740, State University, AR 72467, USA {(USPS)

2713 Pawnee Sireet, State University, AR 72467, USA (FedEx, UPS, and DHL)

Arkansas State University educates leaders, enhances intellectual growth, and enriches lives.

e #1 — Compromised Account: Occasionally threat actors will successfully gain access to
an A-State employee's account. This makes phishing emails harder to identify because
they come from an offical A-State email address. When attacks like this occur, users must
use other sources of information to determine the legitimacy of an email (e.g., Institutional
knowledge of job roles and duties). In this instance the sender address did not match who
they were claiming to be, so this helps to identify it as suspicious.

» #2 — Creating a sense of urgency: Threat actors will lean on publicly available
information to help create a sense of urgency and legitimize some content in the attack. In
this instance, the threat actor is doing this by claiming the content of this message is
about an ongoing student report that is being shared on behalf of Martha Spack.

e #3 — Link to another document: The largest crack in this attack foundation is the link
provided by the attacker. In this case the link directs to Google Drive where a malicious
file can be downloaded. A-State employs various tools to help secure our environment.



Threat actors know this and will attempt to direct you out of our environment and into
another less secure one to increase their effectiveness.

e #4 — Unauthorized Software: Here the attacker calls out the name of the tool that can be
downloaded from the Google Drive link. Upon researching this tool, it can be found that it
is a remote support tool that allows connection to another computer. There are a couple of
key issues here:

o First is that there would be no need to remote into a computer to share the
document mentioned above.
o The other is that Zoho Assist is not an Arkansas State University approved tool.

Having reviewed all components of the email and not just the header, we can safely confirm this
email is malicious and should be reported to security@astate.edu so that it can be removed from
everyone's inbox.

What You Should Do

Be Skeptical of Unknown Senders: If you receive an unexpected or unusual email, verify its
legitimacy by contacting the sender through a known and trusted channel.

» Requests to Respond to Personal E-Mails: If you receive an e-mail from an A-State
student or faculty, and there is a request to respond with information to a personal e-mail
(e.g. Gmail, Yahoo, Hotmail etc.) please do not respond and forward to

security@AState.edu for review to determine the legitimacy of the sender/e-mail.

e Report Suspicious Emails: If you receive a suspicious email, do not respond, click any
links, or download attachments. Instead, report it by forwarding the email to

security@AState.edu.

e A Suspicious Email Was Interacted With: If you received and interacted with an email

before determining it was suspicious, please take the following steps:

o Immediately take steps to reset your account password. This crucial step helps

ensure that any access a threat actor may have gained is revoked.

o If malicious attachments are downloaded to your asset, be sure to delete them.
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o Contact security@AState.edu to report the incident. Be sure to provide details of the

incident, including forwarding the malicious email to our team and detailing if

attachments were downloaded.

Interested in additional information security training? The A-State IT Security team holds regular in-
person training sessions on campus. Be sure to check the Daily Digest for advertisements on the

next training session.
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"Downsizing" Phishing
Campaign

This article highlights a campaign seen on campus during the second week of May 2026. This
malicious phishing campaign saw users receive emails from a compromised user account in our
organization. The following details specific components of this email and takes a deeper dive into
what indicators exist within the email.

IFrom: realuser < user Eastate.edu:- I #1
Sent: Wednesday, May 13, 2026 7:36 AM
Subject: Academic Affairs Shared You A Note

Hello,

Mrs. Tonya Mariner is undertaking a downsizing initiative and, as a result, is offering a selection of items, formerly belonging to her late husband, at no
cost to interested parties. This decision stems from a desire to ensure these items are appreciated and utilized by individuals who will value their
significance.

The items available are as follows:

A violin.

A 2014 Yamaha baby grand piano.

The iconic Eric Clapton signature 1939 Martin 000-42 guitar.
A Leica S (Typ 007) digital SLR camera.

PlayStation 5 #3
24-inch iMac with Apple M4 Chip, 10-Core CPU/GPU, Gigabit Ethernet [Silver)

Bang & Olufsen Beoplay A9 Speaker

Sony A7R V Mirrorless Camera

Xbox Series X — 2TB Galaxy Special Edition. The Xbox Series X is a special edition with increased storage capacity.
2023 14-inch MacBook Pro.

11-inch 2023 iPad Pro.

2023 Apple Vision Pro.

#4
Those wishing to acquire any of the aforementioned items should contact Madam Tonya Mariner af§+1 9453929027 Jit is important to include a detaile
description of the item(s) of interest and any relevant information that may expedite the acquisition process.
Please note that due to Mrs. Mariner's recent move to her son's home in Oakland, CA. a shipping fee will be required for delivery to your home,
H2
Act quicklyJthese items are in high demand and will likely be claimed soon. Thank you for your attention, and we appreciate your interest in these
va

uable items!

e #1 Sender’s address: The sender’s address appears to come from an official Arkansas
State University account (user@astate.edu). However, attackers often compromise
legitimate accounts to make phishing emails appear trustworthy. Always remain cautious,
even when the message comes from a known or internal email address. Verify suspicious
requests through another communication method before responding.

o #2 Sense of Urgency: Threat actors commonly create a sense of urgency to pressure
recipients into acting quickly without carefully reviewing the email. In this example, the
attacker claims the items are in “high demand” and may be claimed soon. This tactic is
intended to encourage immediate action and reduce the likelihood that users will question
the legitimacy of the message.
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» #3: Body of the message: The body of the email contains several red flags, including
unusual wording, unrelated content, and offers that are uncommon in legitimate university
communications. Messages advertising expensive items such as electronics, instruments,
or vehicles at unusually low or no cost are commonly used in phishing scams to attract
attention and persuade users to respond.

o #4 External Contact information: The email instructs recipients to contact the sender
using a personal phone number instead of official university communication channels.
Threat actors frequently include external contact methods, such as personal phone
numbers or non-business email addresses, to continue conversations outside monitored
systems and increase the likelihood of financial fraud or credential theft.

Remember: Even emails sent from legitimate accounts can be malicious if the account has been
compromised. Always verify suspicious requests before taking action.

What You Should Do

Be Skeptical of Unknown Senders: If you receive an unexpected or unusual email, verify its
legitimacy by contacting the sender through a known and trusted channel.

« Requests to Respond to Personal E-Mails: If you receive an e-mail from an A-State
student or faculty, and there is a request to respond with information to a personal e-mail
(e.g. Gmail, Yahoo, Hotmalil etc.) please do not respond and forward to

security@AState.edu for review to determine the legitimacy of the sender/e-mail.

e Report Suspicious Emails: If you receive a suspicious email, do not respond, click any
links, or download attachments. Instead, report it by forwarding the email to

security@AState.edu.

o A Suspicious Email Was Interacted With: If you received and interacted with an email

before determining it was suspicious, please take the following steps:

o Immediately take steps to reset your account password. This crucial step helps

ensure that any access a threat actor may have gained is revoked.

o If malicious attachments are downloaded to your asset, be sure to delete them.
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o Contact security@AState.edu to report the incident. Be sure to provide details of the

incident, including forwarding the malicious email to our team and detailing if

attachments were downloaded.

Interested in additional information security training? The A-State IT Security team holds regular in-
person training sessions on campus. Be sure to check the Daily Digest for advertisements on the
next training session.
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